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Document control: 

 Name and role Contact details 

Document Completed by  
 

 
Amani Krayem, NPDA 
Project Manager (July 2024 
review) 

Data Protection Officer name  Head of Information 
Governance 

information.governance@rcpch.ac.uk 

Document approved by (this should 
not be the same person that completes 
the form). 
 

Head of Information 
Governance 

information.governance@rcpch.ac.uk 
020 7092 6000 

Organisation’s ICO registration number 
can be found at 
https://ico.org.uk/esdwebpages/search 
 

Z5143673  

 

 

Date Completed 
 

Version 

 
Summary of changes 

 
   

27/04/2018 1    

15/05/2018 3.1 IGM/DPO comments and 
amendments 

21/09/2018 3.2 HR further amends following 
comments from HQIP

mailto:Amani.krayem@rcpch.ac.uk
mailto:information.governance@rcpch.ac.uk
mailto:information.governance@rcpch.ac.uk
https://ico.org.uk/esdwebpages/search
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Screening questions 
Please complete the following checklist: 
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7. 
¶ Does your project process data that might endanger the individual’s 

physical health or safety in the event of a security breach? 

N   

8. 
Is this a new project? Or have the requirements for your project 
changed since its initiation? Are you sharing new information or linking 
to new datasets that were not part of the original project specification. 

https://ec.europa.eu/info/law/law-topic/data-protection_en
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Supplementary guidance 

 

¶ Data Protection Impact Assessment under GDPR guidance  

¶ ICO’s conducting privacy impact assessments code of practice  

¶ The ICO’s Anonymisation: managing data protection risk code of practice may help organisations to identify 

privacy risks associated with the use of anonymised personal data.  

¶ The ICO’s Data sharing code of practice may help organisations to identify privacy risks associated with 

sharing personal data with other organisations. 

¶ The ICO’s codes of practice on privacy notices, as well as other more specific guidance, will also help an 

organisation to focus DPIAs on those issues.  

¶ The Government Data Programme has developed a Data Science Ethical Framework to help organisations 

understand the benefits and risks of using personal data when developing policy. The Framework can be 

used as part of the process to help you describe information flows and identify privacy risks and solutions. 

DPIA methodology and project information. 
At what stage in the project did you conduct this DPIA? E.g. planning stage, changes to the existing project, in 

retrospect. 

 

Describe the overall aim of the project and the data processing you carry out  

 

 

 

 

 

 

DPIA Consultation 

We advise you to consult with as many relevant people as possible (both internal and external stakeholders) while 

conducting this assessment, consultation is an important part of a DPIA and allows people to highlight privacy risks 

and solutions based on their own area of interest or expertise.  Consultation can take place at any point in the DPIA 

process and may include the project management team, Data Protection Officer, designers, IT provider, 

procurement team, data processors, communications team, patients, stakeholders, corporate governance and 

compliance teams, researchers, analysts, statisticians and senior management. 

You must consult with the Data Protection Officer regarding the impacts on privacy. Please state below that you 
have.  

If you decide against seeking the views of data subjects or their representatives e.g. this would be disproportionate 
or impracticable, then the justification must be made clear in the box below.  

In the box below name the stakeholder group, date consulted and how consulted. Please insert another box if you 

consulted with many different stakeholder groups. 

 

Retrospectively 

The report aims to address a series of questions relating to paediatric diabetes care, which include: 
 

¶ What proportion of children and young people with diabetes are reported to be receiving key age-

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-notices-under-the-eu-general-data-protection-regulation/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/524298/Data_science_ethics_framework_v1.0_for_publication__1_.pdf
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Publishing your DPIA report  

Publishing a DPIA report is not a legal requirement but you should consider publishing this report (or a summary or a 

conclusion) and you should send it to your stakeholders. Publishing the DPIA report will improve transparency and 

accountability, and lets individuals know more about how your project affects them. 
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Data Information Flows  
Please describe how personal information is collected, stored, used and deleted. Use your data flow map and 
information asset register to help complete this section. Explain what personal information is used, what it is used 
for, who it is obtained from and disclosed to, who will have access and any other necessary information. Completing 
this section can help identify potential ‘function creep’, unforeseen or unintended uses of the data for example data 

sharing.  
 

 

  

Processing activity description Type of data involved Data flow Controller/processor 

Submission of NPDA dataset by 

paediatric diabetes units 

Personal data (identifiable) From paediatric diabetes units to Netsolving’s 

secure server (hosted by Rackspace Ltd)    

 

Occasional submission by units outside of 

submission window via RCPCH SharePoint m365.  

Data controllers: Paediatric diabetes 

units 

Processor: NPDA 

Subprocessors: Data Platform Provider 

and storage provider Microsoft 

Download and validation of NPDA 

data extracted from submission 

platform 

Personal data (identifiable) From Netsolving’s secure server to NPDA 

(SharePoint m365 and onsite servers manged by 

RCPCH)  

 

 

Joint Controllers: HQIP and NHS England 

Processor: NPDA,  

Sub-processor: Microsoft 

Data cleaning and preparation of data 

for analysis-  

/sites/default/files/2022-10/npda_dataflow_diagram_2022-25.pdf
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Transferring personal data outside theUK  
 

If personal data is being transferred outside of the UK,  describe how the data will be adequately protected (e.g. the 

recipient is in a country which is listed on the Information Commissioner’s list of “approved” countries, or how the 

data is adequately protected). 

Privacy Risk Register  

 

Justification for collecting personal data 
 

Personal data must be adequate, relevant and limited to what is necessary in relation to the purposes for which 

those data are processed. In certain circumstances it may be unlawful to process information not described in the 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
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Data Categories 

[Information relating to the individual's] 

Is this 

field 

used? 

N/A Justifications [there must be justification for collecting the data items. 

Consider which items you could remove, without compromising the needs 

of the project] 
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����������ǯ�������� 
If your project uses personal data you must complete this section.  

If your project uses personal data you must state how fairness and transparency will be achieved e.g. privacy notices 

on websites, posters, and leaflets. The information must be provided in a concise, transparent, intelligible and easily 

accessible form, using clear and plain language. Any information provided to children should be in such a clear and 

plain language that the child / vulnerable person can easily understand. 

In the box below, please define the way you have ensured that individuals are aware of the rights, if they request 

those rights how will they achieve them? For example if an individual requests a copy of their information held by 

you, describe how you would do this. You can insert any relevant policy or process guides in the appendix at the end 
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
individuals are 

mailto:NPDA@rcph.ac.uk
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
individuals are 
aware of these 
rights 

Describe how you would 
do this 

Please copy and paste section of document that 
states the individuals rights 

guardianship/safeguardin
g or ID checks. 

Object to 
processing 
undertaken on 
some legal 
bases 

Included in the 
public 
information 
leaflet. 

 We give individuals the 
option to opt out, which 
they can request through 
their units. If we receive a 
request, we will remove 
identifiers from our 
database so the individual 
will no longer be 
identifiable and included 
in the audit going 
forward. 

Right to Erasure and Right to Object: The right of 
erasure does not apply to this audit  because your 
data is being processed for the purposes of 
performing a task in the public interest, which in 
this case is for ensuring high standards of quality 
and safety health care. However, if you want to opt 
out of future audit rounds, please let your unit 
know and they will remove you from the 
submission. Alternatively, you can contact the 
NPDA project team: NPDA@rcpch.ac.uk and we will 
ensure that your personal identifiers are removed 
from our database.   

Jersey patients 

Jersey patients can exercise their right to opt-out of 
their data being used for National Audit and 
research, by 
emailing HSSClinicalAuditDepartment@health.gov.j
e or using an online form. 
Data of Jersey patients who have opted out is 
excluded from data flows to England. 
 

Complain to 
the 
Information 
Commissioner’
s Office; 

Included in the 
public 
information 
leaflet. 

Published on our website, 
distributed electronically 
to PDUSs. Individual can 
contact the ICO directly 
with a complaint via the 
email provided on our 
privacy notice to them.  

In Jersey, a data subject 
can contact the Jersey 
Office of the Information 
Commissioner. 

You do also have the right to lodge a complaint 
with the Information Commissioner’s Office (ICO) 
at casework@ico.org.uk if you have concerns about 
the way your/ your child’s personal data are being 

mailto:NPDA@rcpch.ac.uk
mailto:HSSClinicalAuditDepartment@health.gov.je
mailto:HSSClinicalAuditDepartment@health.gov.je
mailto:casework@ico.org.uk
https://jerseyoic.org/
https://jerseyoic.org/
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
individuals are 
aware of these 
rights 

Describe how you would 
do this 

Please copy and paste section of document that 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
mailto:data.protection@hqip.org.uk
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
individuals are 
aware of these 
rights 

Describe how you would 
do this 

Please copy and 

https://www.hqip.org.uk/national-programmes/a-z-of-nca/audits-and-data-gov-uk/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://www.hra.nhs.uk/approvals-amendments/
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/sites/default/files/2021-07/NPDA%20dataset%202021%20v%202.0%20May%202021.pdf
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
individuals are 
aware of these 
rights 

Describe how you would 
do this 

Please copy and paste section of document that 
states the individuals rights 

EEA. Pseudonymised or summary data may be 
shared outside of the EEA as per HQIP guidance. 
The NPDA also collaborates with the National 
Diabetes Audit managed by NHS England to 
produce audits of young adult care. This initiative, 
and the production of the admissions report using 
HES and PEDW data, involves the flow of patient 
identifiable data to trusted third party 
organisations (NHS England and DHCW) for linkage 
with their datasets. An annual audit report is 
published which is available publicly via our website 
and via data.gov.uk. All data is reported at the level 

https://www.england.nhs.uk/long-read/hybrid-closed-loop-technologies-5-year-implementation-strategy/
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Individuals 
rights (where 
relevant) 

Describe how 
you ensure 
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Privacy Risks  

Types of Privacy risks 

¶ Risks affecting  individuals or other third parties, for example; misuse or overuse of their personal data, loss 

of anonymity, intrusion into private life through monitoring activities, lack of transparency. 

¶ Compliance risks e.g. breach of the GDPR 

¶ Corporate risks (to the organisation), for example; failure of the project and associated costs, legal penalties 

or claims, damage to reputation, loss of trust of patients or the public. 

Risks affecting individuals 
Patients have an expectation that their privacy and confidentiality will be respected at all times, during their care 

and beyond. It is essential that the impact of the collection, use and disclosure of any patient information is 

considered in regards to the individual’s privacy.  

In the box below insert the number of individuals likely to be affected by the project. This could be the number of 

unique patient records your project holds now and how many more records you anticipate receiving each year. 

 

 

 

Please complete the table below with all the potential risks to the Individuals of the information you hold on 

them, your corporate risks and compliance risks
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Privacy Risks and Actions Table  

Please see appendix 2 for additional guidance on completing this table          

What are the potential risks to the 
individuals whose personal data you 

hold? 

Likelihood of 
this 

happening 
1 Very 

unlikely 
2 Unlikely 
3 Possible 

4 Likely 
5 Very Likely  

(See guidance 
below for 

definition)) 

Impact  
1 -Insignificant 

2-Minor 
3-Moderate 

4-Major 
5-Catastrophic  
(See guidance 

below for 
definition) 

Overall risk 
score  

(likelihood x 
impact = 

score)  

 
 
 

Will risk be 
accepted, 

reduced or 
eliminated?  

Mitigating action to reduce or 
eliminate each risk  

OR  
Where risk is accepted give 

justification. 

Explain how this action 
eliminates or reduces 

the risk  

Expected 
completion 

date 
Responsible owner  

Illegitimate access, undesired 
modification and 
disappearance of data 

1 5 5 Reduced The NPDA 
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their own team.  Data 
downloaded by hospital 
staff is encrypted and 
password protected. A 
prompt reminding 
hospital staff that data 
extracts contain patient 
identifiable data has 
been added to the page, 
reminding the staff 
member that they are 
responsible for ensuring 
data are downloaded to 
a secure location.  
 
 
Only authorised 
employees will have 
access to the server.  
 
The data centre 
is ISO 27001 certified. 
 
We have checked that 
the data platform 
provider has appropriate 
information security 
policies and procedures 
in place for dealing with 
information security and 
security breaches.  
 
 
All patient identifiable 
data retained within the 

this reduces the 
risk of an incident 
occurring.  
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complete advanced 
training. 
 
 

Duplicated copies of the same 
information stored in two 
different places 

 2 2 4 Reduced The RCPCH NPDA Project 
Team have a data 
cleaning and validation 
procedure in place to 
manage this and will 
review the validation 
procedure on a regular 
basis. 
 
The main copies are kept 
on RCPCH servers and 
copies are also retained 
on the data platform for 
data completeness 
reports generated by the 
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The NPDA shares data 
with NHS England as part 
of the Hybrid Closed 
Loop Implementation 
Strategy, as requested 
via a Data Provision 
Notice (DPN). This is 
permitted under the 
Health and Social Care 
Act 2012 Sections 
259(1)(a) and 259(1)(b), 
which requires health 
and social care bodies in 
England who are 
identified in a DPN to 
provide the required 
data.   
 

Inappropriate security on the 
system holding the data, 
including data being stored 
outside the EU. 

 1  5 5 Reduced It is necessary to collect 
and download 
identifiable information 
since we need to be able 
to link NPDA data to the 
NDA dataset using NHS 
number and date of 
birth. We also need to be 
able to track the same 
patients across audit 
years using the same 
pseudocodes applied to 
each unique NHS number 
in each year. This 
ensures we maximise the 
potential for the data to 
be used in research. 
 

Reduces risk of 
data breach. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Already 
in place 

Data Platform 
Provider 
NPDA Project 
Team 
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Patient identifiable 
information that is 
entered onto the NPDA 
data platform is stored 
on the server.  
 
Only authorised 
employees will have 
access to this server. 
 
The servers are based in 
the UK and, as part of 
contract with the data 
platform provider, they 
have to inform RCPCH if 
moving servers
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pseudonymised with the 
key saved separately.  
 
Individual log ins and 
passwords are used for 
administrators of the 
data collection platform.  
 
The management of the 
NPDA data on the RCPCH 
servers will conform to 
the Access Controls set 
out within the RCPCH 
Information Security and 
Data Protection and 
Confidentiality Policies.  
 
All staff handling 
identifiable data have 
had or will undertake 
mandatory training on 
Data Protection and 
Information security, and 
may be asked to 
complete advanced 
training. 
 
NPDA does not store 
data outside of the EU. 
However, we may send 
this internationally for 
research subject to 
approval from HQIP as 
per their data access 
request process. 
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Data collection seen as 
intrusive by individuals due to 
the opt out rather than 
consent approach. 

2 2 4 
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do accuracy checks and 
check anyone who 
should be removed has 
been removed. 
 
The notices clearly 
explain to patients and 
parents the process for 
notifying their paediatric 
service directly and/or 
the RCPCH of any 
objections to the 
collection and use of 
their personal data for 
the purpose of NPDA.  
 
Patients/parents will also 
be provided with details 
on the project privacy 
notice of their rights 
under data protection 
legislation, including how 
to opt out.  If 
parents/patients want to 
opt out, they need to 
inform their diabetes 
team, and any opt out 
requests made directly to 
the NPDA team will be 
verified with their 
diabetes team.  We have 
received an exemption 
from applying the 
national data opt out, 
which is also explained in 
the privacy notice. 
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we will contact HQIP and 
ask for their written 
instruction as to whether 
the data will be returned 
or deleted. This will 
include any copies of 
data we hold, including 
those on our servers or 
sharepoint.  Any 
redundant SharePoint 
workspaces will be 
deleted through the 
internal IS process.  
 
We do not have a system 
for reducing the amount 
of identifiable data 
within the system where 
patients have become 
adults or have died as 
this would limit the 
utility of this data for 
longitudinal research. 
 
Each new csv uploaded 
to the data capture 
system throughout the 
year triggers deletion of 
previous submissions 
from same year so that 
duplicate/inaccurate 
data not retained.  
 
Back ups are in place at 
RCPCH in line with 
college policy.  
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We do not have a 
process for de-identifying 
patient records within 
the system where 
patients have died or 
where patients have 
become adults and no 
further information has 
been submitted for X 
number of years since 
the entire dataset 
collected is an extremely 
valuable for longitudinal 
research where patient  
outcomes can be tracked 
through their life by 
linkage to other datasets 
including the NDA via 
their NHS number. 
 

Being able to rectify or delete 
the data if requested. 

2 2 4 Accepted Patients/Parents can 
inform their clinical team 
if they don’t want their 
data to be included and 
participating Health 
Boards and Trusts can 
edit and update their 
own local data on the 
data platform using their 
secure login and 
password protected 
access.  

Patients/parents are 

informed about their  

By having a process 
in place, this will 
ensure that RCPCH 
are able to answer 
rights requests in 
line with legal 
requirements and 
on time. 

May 
2018 

NPDA Project 
Team/ 
RCPCH DPO/HQIP
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rights to rectification and 

deletion of their data on 

the privacy notice. Our 

privacy notice states: 

“Right to Erasure and 

Right to Object: The right 

of erasure does not apply 

to this audit because 

your data is being 

processed for the 

purposes of performing a 

task in the public 

interest, which in this 

case is for ensuring high 

standards of quality and 

safety health care. 

However, if you want to 

opt out of future audit 

rounds, please let your 

unit know and they will 

remove you from the 

submission. 

Alternatively, you can 

contact the NPDA project 

team: NPDA@rcph.ac.uk 

and we will ensure that 

your personal identifiers 

are removed from our 

database”.   

 

mailto:NPDA@rcph.ac.uk
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Being able to update data 
regularly 

1 2 2 Accepted Participating Health 

Boards and Trust can edit 

and update their own 

local data on the data 

platform using their 

secure login and 

password protected 

access.  Prospective data 

entry is possible 

throughout the audit 

year. 

Data quality and 

validation checks are 

carried out on the data 

prior to analysis for the 

national report. 
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International Transfer 
Agreements in place. 
Data will be minimised, 
anonymised where 
possible and 
pseudonymised. Data 
that is shared will be sent 
via encrypted means 
only. Transfer will only 
take place where an 
international transfer 
assessment has taken 
place. We will also have 
an information sharing 
agreement in place with 
each organisation that 
we share the data with if 
it is pseudonymised or 
minimised.  
 
Jersey is considered 
adequate by the UK and 
the UK is considered 
adequate by Jersey so no 
further safeguards need 
to be put in place. The 
RCPCH Head of IG will 
review this annually as 
part of the HQIP annual 
checklist process, as well 
as regularly check for any 
changes in adequacy 
decisions.  

data this will 
reduce the risk.  
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place to protect the privacy 
rights of individuals 

agreeing to contract by 
asking to see relevant 
information security and 
data protection policies 
or consent mechanisms 
being use (if applicable). 
RCPCH will also ensure 
that any contract with 
sub-processors includes 
the article 28 
requirements for 
contracts with 
processors. We will also 
ensure that as part of the 
contract with our sub-
processers they are 
required to inform us if 
they use any sub-
processors.  

trustworthy sub-
processors will be 
employed and will 
have certain legal 
obligations in 
relation to data 
protection under 
contract 

Corporate risks & compliance 
risks section      
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What are the potential risks to the 

individuals whose personal data 

you hold? 
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Where staff will be 

undertaking a 

personal data 

transfer outside 

of the 

UK/countries 

with an adequacy 

decision, the 

transfer 

assessment form 

is completed on 

Topdesk and 

assessed by IG. 

Safeguarding 

mechanisms are 

put in place (e.g. 

International 

Transfer 

Agreements). 

IG will do an annual 

review of the 

information asset 

register and 

review if there is 

a change in 

adequacy 

decision to 

identify affected 

processes 

Digital involved in the 

procurement of 

any new IT 

systems. 

built into projects 

and new processes.  

  

The AUP also 

provides staff 

awareness, ensuring 

all staff are informed 

of their 

responsibility. They 

are required to sign 

that they have read 

and understood this 

as part of the 

induction process.  
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Centralised 

procurement 

process that 

includes required 

IG checks/due 

diligence. 

A processor can have 

many sub-

processors so 

there needs to be 

a level at which 

due diligence is 

proportionate 

and a level of 

trust/risk 

acceptance. 

Centralised 

procurement 

process that 

includes required 

IG checks/due 

diligence. 

Centralised 

procurement 

process that 

includes required 

IG checks/due 

diligence and 

data destruction 

certificates are 

transfered to the 

College. 

practice trigger 

relevant review(s) 

with suppliers. 

IG training awareness and 

culture: There is a lack of staff 

awareness in relation to 

2 3 9 Reduced Mandatory Data 

Protection 

To undertake 

audit to 

establish 

Ongoing 

review by 

Data 

Data Protection 

Committee 
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information governance and 

staff are not trained on their 

responsibilities. 

Training for all 

staff. 

Regular awareness 

campaign run by 

IG e.g. hub 

articles, town hall 

briefings, 

specialised 

training. 

Running regular 

phishing 

simulations.  

Running regular clear 

out days. 

Current training 

offered unlikely 

to meet 

requirements 

consistently. 
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Regular reporting to 

SMT, AFRC and 

DPC. 

line with 

legisation 

changes. To 

continue to 

update on 

The Hub, 

Huddles etc. 

Privacy notices in 

situ and 

reviewed 

and 

republished  

in line with 

line with 

legisation 

changes. To 

continue to 

update on 

The Hub, 

Huddles etc. 

Reporting matrix 

/AOB to be 

identified 

with 

submission 

dates 

estbalished 

so this work 

can be 

scheduled as 

required. 

Process to be 

established 

to identify 

any 
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Regularly reviewing the DPIA 
 

DPIA should be an ongoing process and regularly reviewed during the lifecycle of the project or programme to 
ensure 

¶ Risks identified are still relevant 

¶ Actions recommended to mitigate the risks have been implemented and mitigating actions are 
successful 
 

You must add to your DPIA every time you make changes to the existing projects, send an updated version to your 

HQIP project manager and ensure that you incorporate any identified risks/issues to your risk/issue registers of the 

project contract review form.  
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Organisations ICO registration 
number 

  

Organisations ICO registration 
expiry date 

  

Version number of the DPIA 
you are submitting 

  

Date completed   

https://ico.org.uk/esdwebpages/search
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Appendix 2 Guidance for completing the table 

What are the 
potential risks 

to the 
individuals 

whose personal 
data you hold? 

See examples above 

Likelihood of 
this happening 

(H,M,L) 

Likelihood 
score  

Description Example 
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5 Catastrophic 

Huge financial loss (>£500k); significant threat to viability of the 
organisation in total or in part; huge disruption to business activity; 
almost total lack of confidence in project provider / HQIP / NHSE, serious 
breach of confidentiality/loss of personal sensitive data >1000 records 
involved 

 

Risk score 
(calculated 

field) 

Please multiply the likelihood by the severity (likelihood x severity = risk score). This 
score will help to rank the risk so the most severe risks are addressed first 

Will risk be 
accepted, 

reduced or 
eliminated? 

(where risk is 
accepted give 
justification) 

A = Accepted (must give rationale/justification)  
R = Reduced  

E = Eliminated  

Mitigating 


